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1. Opening Words

At some stage during the evolution of cellular
communications, probably during the late 1980s,
it was decided there would continue to be two
different types of mobile radio standards.
Truly international standards bodies still in their
infancy, such as ETSI (European Telecommunications
Standards Institute), would develop one standard,
GSM, to reach the masses; whereas public safety
and other professional users would have a separate
standard: TETRA (Terrestrial Trunked Radio).
The same philosophy was also employed by the
rapidly emerging public Internet. There would be
an open, insecure, essentially free, best-effort
information service for the masses; whereas serious
agencies and businesses would pay extra for
private, firewalled Intranets. Critical industrial control
processes would depend on reassuringly obscure,
specially-defined protocols and never,
ever be connected to an open Internet.

Here today in 2017, we have finally
reached the limits of all such models. The
technology exists, or will soon exist, to
allow anyone or anything to connect to any
other person or device anywhere on the
planet, following a set of procedures that
are consistent and secure. Failures will
continue to happen – such is the stochastic
nature of our complex, modern world - but
it can be minimised, contained within strict
boundaries and all risks quantified. This
new communications fabric – whether we
call it the cloud, the edge, 5G or whatever
– will be absolutely critical to future
societies, and will need to be protected,
nurtured and invested in heavily by
Governments, enterprises, all kinds of new,
emerging entities, and embraced by new
generations of cloud-native citizens, who
will trust it and believe in it to offer them a
better quality of life.
But we are not “there” yet. The journey
could still be long and painful. Best-case
scenarios could still be pre-empted by
some of the worst-case scenarios. During
these times of rapid technological change,

we need anchors: a compass to guide us
through an inevitable period of uncertainty,
confusion and potential conflict on a global
scale. We need to define a new sense of
purpose, a new moral compass, a new
social, political, economic and financial
order – a post-capitalist 5G era! - that
will evolve and mould itself to this new
environment.
Quixoticity believes that critical
communications must become an integral
part of this overall communications fabric.
The sooner, the better. This first edition
of Quixoticity Index is a work in progress;
a first attempt to explain the critical
communications world to a wider audience,
start a debate and move us all – leaving
no-one behind – towards a better, smarter,
safer world in 2030.
Peter Clemons,
Melbourne, November 22nd, 2017

© 2017 Quixoticity Limited. All right reserved.
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2. Setting the
Scene
We live in an age dominated by information and communications technology.
The emerging Internet of Things is now embedding this technology into the very
fabric of countless massive infrastructure projects that are and will be the bedrock
of our supposedly smarter and smarter cities and nations.

T

he current leaders of this age such as Google, Apple,
Amazon, Facebook, Microsoft, Alibaba, Tencent (and
many, many more emerging or about to emerge)
offer their billions of truly global subjects the promise
of instant gratification and long-term prosperity, while
accumulating billions (soon to be trillions?) of dollars for
their owners, shareholders and trusted partners.
Meanwhile, we continue to live in dangerous times. We
are fed a daily social media stream of political, religious
and ethnic conflicts, genocide, civil wars, callous terrorist
attacks on innocent populations, earthquakes toppling
buildings and ripping up roads, more and more powerful
and deadly hurricanes and typhoons whipped up by
climate change. And while all this death and destruction
is streamed in real time to our personal devices,
Governments, public authorities and age-old institutions
are being undermined by an apparent lack of leadership,
rampant corruption, daily scandals, fake news, bitter infighting and constant turmoil. Even today, as I write these
words, Zimbabwe is gripped by a military coup against its
aging President.
During these times of rapid social, political and
technological change, public safety, national security,
critical national infrastructure and other valuable public
services need to be protected, upgraded and strengthened.
Economic value – measured in terms of an increasingly
irrelevant, static and poorly estimated Gross Domestic
Product (GDP) – although still important in relative terms,
no longer reflects the true state of any nation today. New
measures of social wealth and well-being, incorporating
longer-term, but often more subjective measures of
social and environmental value – i.e. the Sustainable
Development Goals (SDGs), Happiness Indexes and the
like – are emerging to fill a much-needed gap. Measures of
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public safety, public services, strong communities, secure,
unique identity and the promise of a better life can be hard
to shoe-horn into more traditional value frameworks.
I founded Quixoticity back in 2012 with the ambitious
goal of developing a new philosophical, analytical and
prescriptive framework for explaining complex modern
systems. This first edition of the Quixoticity Index,
dedicated to identifying and promoting best practice in the
world of public safety and critical communications as we
move towards a new era for humankind – the so-called
5G Era (until we find a better term) -, is a first attempt to
present the findings of studies I have been undertaking
now for decades. This project will continue to evolve over
the coming months and years as I look out towards a
better, smarter, safer world in 2030, sincerely hoping we
can survive today’s turbulent times.
In the current environment, I believe there is an urgent
need for new tools to interpret the complex, unstable,
downright dangerous times we are living through. I request
all like-minded people reading this report to join me on this
voyage of discovery being undertaken by the global critical
communications community.

“In the current environment,
I believe there is an urgent need for
new tools to interpret the complex,
unstable, downright dangerous times
we are living through.”
Peter Clemons

© 2017 Quixoticity Limited. All right reserved.
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3. Critical communications
at a crossroads

Good old Private/Professional Land Mobile Radio (PMR/LMR) has been around for
well over 80 years now, and many of the solutions still saving lives today can trace
their roots back to Marconi himself and the First World War.

D

uring a first stint in Chicago, the Galvin’s Motorola
radios were already serving the police force’s
fight against organised crime around the time of
the Great Depression. For several decades, the armed
forces, Government bodies, critical national infrastructure,
emergency services, wealthy professionals and amateur
radio enthusiasts depended on these push-to-talk and basic
telephony services while on the move.
The introduction of basic, first-generation cellular services
in the majority of developed markets during the 1980s
started changing the dynamic of global communications.
A growing number of professionals were no longer
tethered to their fixed lines at home or in the office.
Although different 2G standards were developed for
different markets, ETSI’s GSM standard eventually came
to dominate globally during the late 1990s and early 2000s,
allowing almost anyone anywhere to make a mobile
phone call or send a text message. The PMR industry
also evolved around this time as nationwide public safety
networks based on ETSI’s TETRA standard and APCO/TIA’s
P25 standard, as well as other proprietary or local standard
solutions such as Tetrapol, OpenSky, PDT (China) became
increasingly popular. ETSI also developed analogue PMR
replacement technology standards such as DMR
and dPMR.
TETRA and P25 are digital narrowband solutions that offer
wide-area coverage and highly-reliable, highly-available,
secure voice and short data communications for missioncritical operations. However, by the beginning of the
2010s, many critical users had already started incorporating
services and applications demanding higher data rates
into their requirements for future upgrades. Although the
TETRA Association (now TCCA) briefly looked at a possible
TETRA 3 mobile broadband solution to upgrade nationwide
public safety networks in Europe and beyond, the global
financial crisis of the late 2000s and the emergence of a
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single dominant mobile broadband standard – 3GPP’s
Long Term Evolution (LTE) – moved the industry in a
different direction.
In the United States, Government bodies such as NIST
and public safety organisations such as NPSTC had
already identified LTE as the best path for future mobile
broadband, so it was natural for TCCA, its user community
and other key global stakeholders to join 3GPP, articulate
their requirements and eventually oversee the setting-up
of a separate group within 3GPP – SA6 – for missioncritical applications. Over the past 3 years or so, it has
been highly gratifying to see an accelerating level of
cooperation and convergence around next-generation
critical communications solutions.
Traditional PMR suppliers such as Motorola Solutions,
Airbus D&S and Hytera Communications (who recently
acquired Sepura) have been joined in the mission-critical
communications standardisation process by all the major
LTE players – Nokia, Ericsson, Huawei, Samsung, LG
Electronics etc. – and a growing number of large critical
operators/users – UK Home Office, FirstNet/AT&T, BDBOS,
French Ministry of Interior, VIRVE etc.- to produce a
comprehensive set of mission-critical applications within
3GPP Release 13, with work continuing in Release 14
and beyond, as 5G requirements such as URLLC are
now starting to appear.
We are also witnessing the trials, tribulations and
occasional leaps forward of those brave pioneer large-scale
public safety mobile broadband network build-outs: USA’s
FirstNet, UK Home Office’s ESMCP/ESN, Korea’s SafeNet,
Nedaa’s Nokia-supplied 5G-ready network in Dubai,
Telstra’s LANES solution in Australia. These early adopters
are showing the rest of the world the way – or maybe not
– towards next-generation critical solutions and make up an
important part of this report.

“Over the past 3 years or so,
it has been highly gratifying
to see an accelerating
level of cooperation and
convergence around
next-generation critical
communications solutions.”

© 2017 Quixoticity Limited. All right reserved.

9

4. The critical path
to 2030
As human beings we face a dilemma as we attempt to look far out into the future to
see where our destiny lies. We have evolved over millions of years to survive a wide
variety of threats lurking in our environment – bears, storms, viruses, spam - that
require an immediate response and a need to focus on the present.

A

nd yet, we also need to look up at the stars, listen
to our elders and exercise our pre-frontal cortex
so as to develop new ideas, scientific theories and
increasingly complex technologies that have allowed us
to spread out across the planet, eliminate diseases and
geographical barriers and predict events that may happen
in the distant future.
As the Quixoticity Index looks out to a better, smarter,
safer world in 2030, while also observing the numerous
imperfections of this 2017 world, we can only build upon
the information available today, our two decades of industry
experiences, and adjust our results and predictions as new
events occur, as close to real time as possible.
TETRA and P25 will continue for many, many years in
a large number of global markets, together with other
lower-cost PMR technologies that deliver in a simple,
cost-effective way exactly what they promise, better
than any other solution currently available. Public safety
organisations in Queensland (Australia), Germany, Finland
and other major markets have commitments to maintain
TETRA until the late 2020s. In fact, on an almost weekly
basis, we read about new contracts being awarded to
TETRA suppliers for highly-secure, wide-area networks.
Many large nationwide networks such as Germany’s
BDBOS and Norway’s Nodnett have only recently
completed rolling out TETRA at great expense. A few
markets such as Netherlands are even totally refreshing
their TETRA networks with new suppliers. Many operators
are upgrading to IP cores and starting to integrate new
technologies into their TETRA offering, leading potentially
to several “TETRA-over-LTE/5G” solutions during the
sunset years of the late 2020s.
Regardless of which parts of the 5G tool-box are eventually
utilised the most for critical networks (it is Quixoticity’s
belief that all future networks must become “critical”
by design), existing standardisation efforts within 3GPP
related to LTE-AP-based MCPTT/MCData/MCVideo will –
and should – continue forward, serving as the base for all
the pioneer public safety broadband networks, and also
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feeding into future 3GPP 5G Releases. 3GPP has made
clear that eLTE (enhanced LTE) will continue as a parallel
activity within the standards body, even forming part of the
5G submission to ITU for IMT-2020.
As it is being conceived and designed, 5G will very clearly
be much, much more than just another generation of
mobile communications. The consolidation, enhancement,
convergence and constant evolution of a wide range of
advanced technologies, some of which have been around
for decades and some that have only appeared recently:
AI/ML, AR/VR, SDN/NFV, Big Data/Analytics, blockchain,
cryptocurrencies, full automation (zero-touch), robotics,
additive printing, rapid prototyping, new forms of energy,
mobility etc. etc. – will drive forward a new industrial
revolution, whose full consequences we can only imagine
today. This revolution will probably not even be complete
by 2030, but its direction and probable destiny should be
much clearer to us by then. In a physical world driven by
greater digitalisation, cloudification and virtualisation of
everything, security, privacy and trust in such complex
systems will require all communications to be critical.
Visionary leaders and markets – Dubai immediately springs
to mind – will comprehend and grasp the 5G opportunity
with both hands. New businesses, services, acronyms
and buzzwords will rise and fall; fortunes will be won and
lost. It is my hope that the wider technology industry will
understand the importance of critical users and incorporate
their requirements into their business models: URLLC,
network slicing, IoT, industry 4.0, CV2X (especially deviceto-device), sensors and actuators, safe cities, personal
communications bubbles, satellites, drones, balloons,
remote surgery, LTE-5G-R will broaden the global critical
applications market. Increased investment and industry
cross-over efforts will undoubtedly benefit the extended
critical communications community, perhaps even solving
the perennial problems of coverage, capacity and 100%
availability, within this fully-developed 5G environment of
2030. We must remain optimistic about our future.

“As it is being conceived
and designed, 5G will very clearly
be much, much more than just
another generation of
mobile communications.”

© 2017 Quixoticity Limited. All right reserved.
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Quixoticity believes that the
UN 2030 Agenda for Sustainable
Development offers an alternative
model for the future.
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5. A new model for
a better, smarter,
safer world
In these times of accelerating social and technological change, our 20th century
global economic and financial models no longer hold, and yet we are struggling to
find the right models to replace them.

W

e are moving from a system of largely physical
markets separated by time and space, with fairly
rigid, stable labour conditions towards a more
complex, nuanced system of systems based on networks,
platforms, massive economies of scale and winner-takes-all
markets, where data is transferred in real-time and value
resides in the ideas, software and data being harvested by
increasingly autonomous – and nebulous - agents. This new
reality is much harder to understand and measure.
No longer – if ever – a society and economy based on
some degree of equality and perfect competition, this is
a world inhabited by powerful lobbies; a new generation
of natural monopolies; rent-seekers and freeloaders at
every turn; massive social, economic and environmental
externalities; transfer pricing distorting local markets;
exploitable information asymmetries and increasingly
unequal initial allocations (i.e. the rich or poor at birth tend
to remain rich or poor later in life). To understand such a
crazy, out-of-control, human world, we require the most
up-to-date techniques of game theory. This will be the
subject of further reports, articles and discussions due to
this summary document’s constraints of time and space.
Therefore, the era we are entering requires new indicators
of value. Dollars, euros, pounds, yen or any other nation
state-backed currency will no longer do the job, because
we no longer trust anonymous, opaque Central Banks to
look after our best interests. However, neither can we trust
inherently unstable, fluctuating, bubble-inducing physical
assets such as gold, silver, pieces of paper or Leonardo
da Vinci paintings! Where can we turn for a trustworthy
universal equivalent of value? The early generations of
cryptocurrencies still contain fundamental flaws in their
design and implementation. It is possible that more
appropriate, transparent, accountable solutions will evolve
on a local, national, regional and global level during the
next stage of our development, following several years

of violent fluctuations. This process will be interesting to
watch, and will also be the subject of further discussion
elsewhere.
The United Nations Sustainable Development Goals (SDGs)
set out an alternative, ambitious, but perhaps over-idealistic
model of a better, smarter, safer world in 2030. Many
rapidly emerging, generally smaller, more adventurous
nations from the Baltics – Estonia - to the Gulf – Dubai - to
Asia-Pacific – Singapore – seem to be much more prepared
to take on social, political and technological innovation on
a scale not seen in more traditional, conservative Western
democracies. True innovation rarely starts in the centre of
any complex system, but from the edge, and this will be
the case again during the 2020s and 2030s.
To achieve productivity growth, innovation and new
service-based societies and economies, entire populations
will need to be educated, re-trained and provided with
basic levels of public services, public safety and well-being
that require the full adoption of so-called 5G services with
critical communications at their core.
In Quixoticity’s model of a future society, mission-critical
service levels, a full deployment of all three corners of
the 5G triangle and adherence to the SDGs all combine
to move us towards a better world by 2030. These 3
components are at the very heart of the Quixoticity Index:
core requirements to be adopted by the most progressive
markets hoping to achieve the highest scores for social
cohesion, national security, public safety and general
well-being of digital citizens.

© 2017 Quixoticity Limited. All right reserved.
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6. The fundamental
building blocks

Critical communications – and by extension, the world as a whole – is at a
crossroads. Private, professional, highly secure and reliable, mobile radio systems
have kept critical users and citizens safe for decades.

A

s all information and communications solutions
converge, critical communications must somehow
maintain its core values and functionality from the
past, while placing itself at the core of all these future
platforms, which will drive societies, economies and
practically all human activity.
To reach our ideal of a better, smarter, safer world in
2030, a critical path is steadily emerging, along which all
Governments, emergency services & other critical users
must move, starting today. Events of recent times across
the globe highlight the inherent tensions and contradictions
of many of the critical systems we use today to conduct
our lives, businesses and national/international affairs. The
status quo is no longer an option.
We need a new model, new systems, new mind-sets that
must evolve and develop – as quickly as possible - within
current frameworks, from different, deeply-ingrained
backgrounds, languages, cultures, beliefs. We must
respect diversity while also understanding we live in a
hyper-connected global community that requires a basic set
of human values and goals: the United Nations Sustainable
Development Goals.

14
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To get us started on our search for a new model of
reality based on a deeper understanding of the critical
systems that protect us, the Quixoticity Index requires
a tool-kit of high-level, interconnecting building blocks to
explain, quantify and drive best practice in global critical
communications as we move from the 2G world of
TETRA/P25 towards the promise of 5G.
Quixoticity readily understands that each reader might
choose totally different criteria. Let’s start that discussion
today. We need a framework with which to start our urgent
task right here, right now. We have chosen 20 fundamental
building blocks, briefly described below and presented
schematically in Figure 6-1. As we get feedback on the
current report and move forward in the future, adding
new markets, new solutions and acknowledging a rapidly
changing technological landscape, we will continue to
adjust and modify these criteria.

“Let’s start that discussion
today. We need a framework
with which to start our urgent
task right here, right now.”
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The fundamental
building blocks
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6.1 Mission-critical
Mission-critical is perhaps one of the hardest terms to
explain to those readers with limited knowledge and
experience of our community. It is one of the three core,
non-negotiable criteria driving the Quixoticity Index
forward. Serious nations concerned with national security
and public safety must commission, build, operate and
maintain – either themselves or through very tight control,
regulation and legislation - mission-critical systems that
operate in the background, protecting all modern societies
and economies.
Mission-critical is a closed, all-encompassing, end-to-end
concept that touches every single component, service and
application that needs to be managed by critical users.
It includes full coverage and capacity where required, full
reliability and availability, redundancy and resilience to
allow for worst-case scenarios, graceful degradation that
allows users to communicate critical messages when all
other systems have failed; and also includes all relevant
security and privacy issues tailored to the wide range
of practices and uses embedded within critical users’
operational practices.

© 2017 Quixoticity. All right reserved.
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Primary Level

Tertiary Level

6.2 Sustainable Development
Goals (SDGs)
The United Nations produced three ground-breaking
agreements during 2015 which look out towards a better,
smarter, safer world in 2030, sharing precisely the same
goals as Quixoticity Index. The Sendai Framework for
Disaster Risk Reduction 2015-2030; the 2030 Agenda for
Sustainable Development & the UN Framework Convention
on Climate Change (Paris Agreement), if adhered to and
supported at the highest level of Government, offer an
alternative model for the future.
Better designed, fully secured, hardened, virtualised,
automated, more energy efficient communications and
industrial control systems can help us move closer to our
final goals. National and global critical communications
communities have an important role to play helping United
Nations achieve its targets. The SDGs will therefore be
incorporated within the Quixoticity Index at its very core.

6.3 Full 5G Development
The third criteria lying at the heart of the Quixoticity
Index is a clear, fully-articulated vision of the future
from the relevant authorities and key stakeholders
responsible for providing, funding and safeguarding critical
communications (as all communications become critical).
The best markets will be those that develop or have already
developed a technically sound, financially sustainable, longterm plan for moving during the 2020s from the existing
patchwork of solutions to fully-integrated, end-to-end, nextgeneration, mission-critical systems that can be effortlessly
upgraded and perfectly adapted to changing circumstances.
This means that – if implemented successfully – 5G should
be the final “generation” of truly mobile communications.
Forward-looking organisations understand that we are
moving into a more flexible, agile, responsive, servicecentric world where we can no longer wait a decade
for major changes to take place in the communications
landscape. There should be no IMT-2030! For 5G to have
any chance of succeeding, the whole global community
must finally embrace the ethos and values of critical
communications.

6.4 Governance
Governance is a big, big word, especially in today’s world
of heavily flawed social, political and financial systems.
Fully-functioning democratic systems with the right checks
and balances tend to deliver better outcomes, but they
also require certain key conditions to be met. In these
times of rapid technological change, social upheaval and
generational tensions, Governments need to adapt to cope
with – and provide adequate answers to - a whole new
series of problems.
The best Governments understand the vital importance of
advanced critical communications systems for the general
health and well-being of their citizens. They listen carefully
to critical users’ needs, engage with a wide range of
stakeholders and make sure critical systems are properly
funded and future-proofed to serve the interests of the
nation, engaging where necessary with regional and
global bodies to move us toward a better, smarter, safer
world by 2030. This also involves being prepared to try
out new technologies and solutions such as blockchain,
AI, open data initiatives to streamline complex
processes, developing more transparent, responsive,
cost-effective services.

6.5 Open/Standards
The best Governments, countries and markets are those
that embrace global standards. In a highly interconnected
world, the number of closed, proprietary solutions
continues to decline and global communications standards
such as GSM, LTE and TETRA have come to dominate their
respective markets, creating economies of scale, lower
unit costs, greater functionality and larger, more vibrant
ecosystems. Truly global standards take much, much
longer to agree and develop, because of the potentially
hundreds of organisations involved, but provide a level
of stability that allow companies to invest in the latest
technologies with greater guarantees of reasonable,
long-term returns.
Global standards bodies have begun to embrace new
methodologies and new ways of writing standards,
engaging with open source communities and more agile
Internet companies to satisfy new demands and new
requirements. 5G is the next stage in this Convergence of
Everything, as new forms of organisation, collaboration and
cooperation lead to a more open environment for testing,
implementing and disrupting emerging technologies with
the promise of more robust, responsive, future-proof,
“living and breathing” critical communications systems
in the future.

6.6 Services/Applications
The days of basic voice communications and short
messaging are now long behind us as we move into a
world of data lakes, drones, robots and sentient machines.
It is important for authorities, suppliers and operators to
continue to offer basic, secure, reliable services for as long
as required by critical users, so most TETRA/P25 networks
will continue to receive investment well into the 2020s.
4-slot TDMA TETRA has evolved over the past 15-20 years
to allow critical users access to a wide range of missioncritical voice and data services that are deeply embedded
in many organisations’ operations, so any process of
integration and migration with the next generation of
solutions must be handled very carefully.
The more advanced markets for critical communications
are already testing out services and applications over fullystandards-based LTE/LTE-A/LTE-AP networks, while looking
ahead to even more revolutionary devices, services and
concepts coming out of laboratories into the smartest and
safest cities as early as 2020. Some markets are hosting
major global events which provide a showcase for these
applications. As we move through this exciting period of
transition, the critical communications market will evolve in
ways we can barely imagine today.
© 2017 Quixoticity Limited. All right reserved.
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6.7 Finance

6.9 Visionary Leadership

Complex, long-term critical communications programmes
must be fully funded to allow for all necessary upgrades,
maintenance and regular refreshes. There are a wide
range of funding models that run all the way from general
taxation to full commercial operations. Each country must
decide which model works best, and be prepared to carry
out regular reviews to make sure they continue to be
affordable and sustainable.

Critical communications solutions are not developed in
a social or political vacuum. Clear leadership is required
at multiple levels of Government, industry and the
user community to champion the cause of the sector,
placing national security, public safety and the creation
of enormous social value at the forefront of a coherent,
ambitious, long-term plan for growth, prosperity and
well-being.

As new business and operational models – and perhaps
entirely new economic and financial solutions and
systems - emerge and mature over the coming years,
authorities, communities and end-users should have a
wider range of options for financing more advanced critical
communications solutions. This building block is likely to
undergo more change than most between now and 2030.
Those markets with the most successful funding models
will achieve superior outcomes.

Many leaders may prefer to prioritise short-term economic
growth in the hope of being re-elected or remaining
popular, but to the detriment of important social and
environmental issues. Some leaders may focus on national
security and public safety without combining this with a
long-term strategy for balanced growth and societal wellbeing. Those countries lucky enough to have inspirational
leaders able to find the right balance between often
conflicting, complex goals while prioritising social value,
citizen well-being and public safety will score highly.

6.8 Security
Because of its important role in mission-critical systems,
Quixoticity believes that security deserves its own section
reinforcing Building Block No. 1. As end-to-end solutions
become more complex and systems are interconnected
between suppliers who are potentially anywhere in the
world, the provision of sufficiently high levels of security
also becomes more challenging. 100% security all the
time in all situations will never be possible, but critical
communications operators can take certain measures to
make sure their users’ communications, identities and
data are all as secure as necessary for them to carry out
their tasks.
Previous generations of critical communications solutions
were often considered secure because they remained
isolated from other critical systems. This is no longer
practical in a world where everyone and everything
might need to communicate with each other. The nextgeneration network of networks must be private, secure
and fully resilient by design. Forward-looking, responsible
organisations understand that physical, network and
information security demands multi-layered, well-thoughtout plans and procedures that continue to evolve in realtime to take into account constantly evolving threats.

18

© 2017 Quixoticity. All right reserved.

6.10 Disaster Preparedness
We are observing a rise in natural and man-made disasters
in recent times. The southern USA states and Caribbean
nations suffered a series of devastating hurricanes over the
summer; Mexico, Chile, China, New Zealand and Iran have
all suffered powerful earthquakes in recent times; Western
Europe has experienced a renewed spate of terrorist
attacks since 2015. We all remember the tragic tsunami
that struck South Asia in late 2004. More and more people
around the world appear to be in danger from unexpected
natural and man-made disasters than ever before.
Advanced critical communications technologies, when
combined with big data, predictive analytics, sensors
and early warning systems, can play an important role in
anticipating many devastating events and reducing their
impact when they occur. The Sendai Framework
for Disaster Risk Reduction 2015-2030 is specifically
designed to help improve Disaster Preparedness.
The ITU World Radiocommunications Conference 2015
held in Geneva came up with important guidelines for
nations to provide sufficient spectrum for PPDR
(Public Protection & Disaster Relief).

6.11 Spectrum/Regulation
Spectrum is the life-blood of fully mobile communications
systems, and nature has endowed us with a fixed supply
to deal with a rapidly growing demand. Traditionally, critical
communications network operators have been assigned
their own dedicated spectrum in VHF/UHF/800 MHz
frequency bands at low or zero cost, providing guaranteed
geographical coverage. Most European nationwide TETRA/
Tetrapol public safety networks operate in the ex-NATO
380-400 MHz band; Australia, Canada and USA operate
regional P25 networks in VHF/700/800 MHz, depending on
how far the critical signal needs to reach.
However, in recent times, national Governments and
regulators have found that large sums of money can be
raised by auctioning off the most valuable spectrum to
commercial network operators. As more advanced highspeed data and video applications become mission-critical
over the coming years, Governments and regulators must
make sure that sufficient spectrum is made available to
keep the lights on and people safe when disaster strikes.
Regulators must find the right formula to maximise
economic and social value. 5G will offer up even more
innovative ways of allocating and sharing spectrum
between public and private operators for valuable and
potentially life-saving services.

6.12 Ecosystem

6.13 Migration
A successful migration from one generation to the next
is clearly a key component of any dynamic technological
process. When dealing with mission-critical operations
where communications failures are a matter of life and
death or at least significant amounts of resources are
in play, getting this complex, time-consuming, lengthy
migration process right becomes even more important.
More advanced markets have already recognised the need
to migrate from extremely reliable narrowband solutions
such as TETRA and P25 to a new generation of missioncritical broadband solutions, but so many options exist that
it can be hard to make the right choice. Hence the need for
tools such as this Index!
A successful migration will require close cooperation
between all major stakeholders in the process, as well
as expert advice from multiple sources. Firstly, the right
technology must be chosen, based on proven open
standards and following industry best-practice. It is also
important to choose a sensible, achievable time-line for
technology maturity and future-proofing. Each organisation
will also need to determine its best long-term strategy to
keep mission-critical solutions fully updated and relevant as
we move to a very different world in 2030.

6.14 Interoperability

In a world dominated by networks and platforms,
large, thriving ecosystems become critical to the
development and implementation of successful industrial
strategies. One particularly dominant player in one
stage of the development of an industry such as critical
communications, can create the conditions, location and
incentive for numerous spin-offs, start-ups and supply
chains to form in clusters around technology hubs. During
the early years of this Index - before all communications
becomes critical - such clusters containing a strong critical
communications community of companies working
together and feeding off each other, will allow their
national markets to score highly.

In most traditional digital PMR networks such as TETRA,
Interoperability has generally been focused on making
sure that all new versions of devices can connect to all
networks of the same protocol. Recently, this has finally
been extended to the TETRA Inter-System Interface
(ISI) - driven by the Nordic countries’ desire for seamless
communications across borders. P25 defined its own
ISSI. Clearly, as our mission-critical communications
systems become more complex and need to connect to
a wide variety of other systems, devices and applications,
our definition of interoperability needs to evolve.
As US SAFECOM’s now well-established Interoperability
Continuum demonstrates, we need to look much more
broadly at people, processes and technology in a
dynamic fashion.

Critical users come from a wide range of backgrounds
and can have very diverse requirements depending on
their current and future operational structures. We must
also consider a much broader ecosystem that includes
Government bodies, academic institutions and other
research centres, as well as innovative operators and
end-users in their own right.

It is imperative that we reach a stage in the not-toodistant future when a user can switch on or activate a
device, service or application and know that it will work
automatically on the nearest appropriate, secure network,
cloud or edge-node that allows it to perform its task.
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6.15 Technology
Countries must adopt the most appropriate technology for
their particular market conditions. They must also create
an environment that allows advanced technology to be
developed, implemented and exported, with innovative
IPR regimes encouraging open standards, generating
economies of scale and lower unit costs. Depending on a
country’s geographical location and available workforce and
customer base, either specialisation or full horizon and/or
vertical integration could be promoted, to either open the
country to global markets or protect vulnerable emerging
sectors from unfair competition. There is no single best
technology policy, but successful ones are easy to identify.

6.16 Infrastructure
Many nations possess aging infrastructure that acts as
a drain on its economy, its urban, suburban and rural
communities and general societal well-being. Critical
national infrastructure such as public and private transport
networks; utilities such electricity, water and sanitation;
ports, airports, bridges and logistics requires sufficient
investment in new capacity, maintenance, periodic
upgrades and modernisation. This is the often-invisible
fabric that holds modern societies together. Nextgeneration, fully integrated ICT solutions such as massive
IoT and ultra-reliable, low-latency communications will
eventually need to be fully embedded – securely - into
these critical systems.

6.17 Social Value
We must move away from more narrow definitions
of value in slippery monetary terms. The recent global
financial crisis has been taken advantage of by many
Governments around the world to justify brutal cuts to
public services and public funding of important social
programmes. When Governments are drawing up complex
annual budgets, mission-critical systems that appear to be
functioning well at this moment can often be overlooked.
Social programmes such as those contained within the
Sustainable Development Goals can suddenly appear to
be luxuries that sensible, responsible Governments can
no longer afford. This is folly on a massive scale. Creating
economic value without the corresponding social value is
perhaps the greatest mistake – crime? – of the era we are
hopefully leaving behind.
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6.18 Sustainability
Too many Governments lack the authority, courage or
vision to plan in the long-term interests of their societies.
Over preoccupied with being re-elected or remaining
popular – or both – elected officials can focus too much
on short-term, creative financial engineering to generate
positive economic indicators, without weighing up the
social and environmental consequences of their actions.
In today’s complex societies, powerful vested interests
can lobby authorities to avoid having to pay for the longterm damage caused by their actions. Fully funded, robust
mission-critical communications solutions must be at the
very core of long-term sustainable policies supporting
better, smarter and safer societies in 2030.

6.19 Multi-sector cooperation
Within an already niche market for critical communications,
individual sectors have tended to procure their own
bespoke networks requiring dedicated spectrum, dedicated
budgets, separate teams of engineers and isolated
infrastructure. For critical communications to become part
of the mainstream of complex, converged, secure, nextgeneration systems of systems, each individual sector
must break out of its past and present silos to forge
synergistic alliances with other verticals. Such collaborative
efforts will have positive effects by encouraging innovative
developers to adapt their applications for critical users.
Integrated control rooms will also evolve becoming open,
flexible, responsive and increasingly automated to cope
with massive increases in the amount of data that will need
to be collected, processed and interpreted in real-time to
deal with ongoing incidents – and perhaps, at some stage
in the future, actually to prevent them from happening.

6.20 Orchestration
Eventually, highly complex end-to-end systems of systems
will need to be managed in a radically new way. Humans
will have to step outside of the loop to allow faster, more
powerful machines to take control of highly integrated
processes requiring microsecond coordination. We are
moving towards a world where everything will need to be
orchestrated. In this first edition of the Index, we have left
this section blank in the results tables, as we are still in
the very early days of such processes. As we start seeing
the pioneers in this field implementing more mature, realworld, 5G-ready examples, we will award them extra points
for their efforts – assuming they are successful!

“Mission-critical, the SDGs and a full 5G vision
are the triumvirate at the core of a new way of
thinking about our future world. This core binds
together a complex array of interconnected
blocks - critical concepts - to build a better,
smarter, safer future for humanity.”

© 2017 Quixoticity Limited. All right reserved.
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7. Founding
markets
Every new venture requires important decisions to be taken. In this agile age of
Minimum Viable Products (MVPs), an agile, next-generation critical communications
enterprise such as Quixoticity must choose its founding markets for the first version
of Quixoticity Index very carefully. These pathfinders will set the standard for those
nations that follow in future editions.

I

deally, we would like to select those markets with a
rich critical communications history and culture; wide
geographical reach; including as many pioneer critical
broadband markets as possible, and preferably markets
that Quixoticity understands well.
Founding markets must also contain sufficient similarities
and differences to allow us to test out our methodology,
model; initial building blocks and all their components;
identifying today’s and tomorrow’s best practice, and
setting the best possible benchmark for countries that
will join in the future.
These nations will be monitored all the way to 2030 as
they move forward with the critical task of protecting
their citizens, visitors, critical national infrastructure and
other key assets. It is expected that the convergence of a
growing number of enabling technologies glued together
by the fifth generation of fixed-mobile communications
will eventually lead to a step-change in the way we live,
work and interact with each other, our machines and
environment. Critical communications will be at the
heart of this process, helping to drive forward the
societies included here.
In alphabetical order, we have chosen the following
initial 10 markets:
Australia
Canada
Finland
France
Germany
Korea
Saudi Arabia
United Arab Emirates (UAE)

Australia and Canada are both vast countries with
enormous challenges for mobile coverage that tend to
follow many of USA’s technology choices. This has been
the case in critical communications, where APCO’s P25
has been chosen for public safety. The pioneer nationwide
first responder network for America, FirstNet, is also now
serving as an inspiration for both Canada and Australia.
France, Germany and United Kingdom (with apologies to
Italy – maybe next time) make up the largest economies
in Europe. Finland and United Kingdom were two of the
earliest adopters of TETRA for nationwide public safety
networks. Germany now has the largest TETRA network
anywhere in the world in terms of sites and subscriber
units. Not for the first time – but hopefully for the last time
- France chose its own public safety technology: Tetrapol.
Whereas United Kingdom is attempting to migrate as
quickly as possible to a commercial LTE solution for its
emergency services, Finland and Germany plan to use
TETRA for at least another decade, integrating LTE/5G
gradually. France lies somewhere between these two
extremes in its approach to the future.
Korea has been one of the fastest adopters of LTE
anywhere in the world, with the highest levels of
penetration of fibre and cellular. Following a tragic
ferry disaster in 2014 which led to massive loss of life
partly caused by a lack of interoperable emergency
communications, the country has accelerated its
investment in next-generation mission-critical platforms
based on 3GPP technology.
Saudi Arabia and UAE are both Middle East markets that
Quixoticity knows well with their own geography, culture
and dynamics, and ambitious plans to take their critical
communications networks to the next level over the
coming years.

United Kingdom (UK)
United States of America (USA)
© 2017 Quixoticity Limited. All right reserved.
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7.1 Australia
Low-cost radio such as DMR is also popular across
Australia because of the need for coverage and critical
communications, where cellular operators might not be
able to justify investment or meet user requirements.

A

ustralia is a vast continent nation “on its own” in
the Southern Hemisphere with a rich and diverse
culture, history and geography. Less than 25 million
people live in an area many times the size of continental
Europe, with as many as 60% of these living in 5 main
cities: Sydney, Melbourne, Brisbane, Perth and Adelaide.
The country is prone to natural disasters such as droughts
(followed by floods) and bushfires, that can be very large
scale, often threatening major urban areas. Australia is also
rich in natural resources, which are often extracted from
remote locations as part of billion-dollar mega-projects
requiring mission-critical communications.
Several states, including Queensland, South Australia,
Victoria and Western Australia have implemented extensive
P25 public safety solutions covering main populations and
roads. One of the largest P25 networks is the Queensland
Government Wireless Network (GWN), a service managed
by Telstra using Motorola equipment as part of a 15-year
contract running until 2028. In late 2016, NSW Telco
Authority also awarded a A$30 million contract to Motorola
to upgrade 150 sites and add an additional 23 new sites in
the North West of the state. Coverage is a major challenge
even for critical operators, who must find other solutions
such as satellite or even HF communications to cover
any gaps.
TETRA has also proven popular for many enterprise
sectors across Australia with strict critical communications
requirements. A recent landmark TETRA project is being
delivered by Radlink Communications to the largest rail
freight operator in Australia, Aurizon, with 79 sites covering
2,670 km of track, 50 coal mines and 4 major ports, with
equipment supplied by Damm Cellular and Sepura. Radlink
is also supplying a special software platform allowing many
advanced data services.
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Back in 2012, regulator ACMA provisionally awarded 2x5
MHz in 800 MHz for public safety mobile broadband.
However, a 2015 Australian Productivity Commission report
studying different delivery options reached the conclusion
that the most cost-effective way of delivering public safety
mobile broadband for state and federal users by 2020
would be via commercial carriers -A$2.2 billion - against a
cost of A$6.1 billion for a dedicated public safety network.
Police authorities have challenged these numbers, but
the report was accepted by the Government in 2016.
Furthermore, key 700 MHz spectrum was auctioned off in
early 2017, with no provisions for public safety.
National carrier, Telstra, carried out a pilot of its LANES
(LTE Advanced Network for Emergency Services) solution
in Brisbane and Perth in late 2013 and covered a major
sporting event in Melbourne in 2015 with a dedicated 900
MHz partition for public safety. LANES has now launched.
Telstra has also developed a LANES enterprise solution for
mining, utilities and resources.
In early 2016, Australia’s largest onshore oil operations run
by Beach Energy installed a private LTE network supplied
by Nokia and Challenge Networks. This is an interesting
trend for the future.
Regarding research into public safety, Australia boasts
one of the most important educational research centres
in the field: University of Melbourne Center for Disaster
Management and Public Safety (CDMPS).
Regarding 5G, ACMA announced in late October 2017
that it will reallocate spectrum in 3.6 GHz band for future
services as well as looking to re-farm the 900 MHz GSM
band for 4G now that 2G services are being switched off.
Telstra tested Gigabit LTE in late 2015, its first live 5G test
in Australia was in September 2016 and it has promised
further 5G trials at the 2018 Commonwealth Games on
the Gold Coast.

7.2 Canada
Back in October 2015, Calgary Police Service started
trialling a public safety LTE solution provided by Motorola
Solutions and Ericsson using an LTE cloud core to test
video and data analytics applications.
In April 2016, Canada and USA carried out a further round
of interoperable public safety LTE trials on the OntarioMichigan border including the town of Sarnia, called
CAUSE IV (Canada-US Enhanced Resiliency Experiments),
testing broadband video applications, information sharing
and situational awareness, as part of the US-Canada
Beyond the Border Action Plan.

C

anada is one of the largest nations in the world by
geographical area, and yet it has been estimated
that as many as 75% of its population live within
100 miles of the US border. Almost 90% of its population
live in the 4 most populous provinces: Ontario, Quebec,
British Columbia and Alberta. One of its most northern
territories deep within the Arctic Circle, Nunavit, contains a
population of barely 35,000 in an area the size of Europe.
Similarly to USA and Australia, and for the same reasons,
there is no nationwide public safety network covering the
whole of Canada. The richer provinces with large capital
cities have all implemented P25 public safety networks.
As an example, the province of Alberta has been recently
upgrading its critical communications network – the Alberta
First Responder Radio Communications System (AFRRCS)
in the 700 MHz band to include a smartphone PTT
application and messaging.
Organisations such as CATA, CITIG and others have been
working for some time on obtaining spectrum for public
safety mobile broadband in Canada. Following the award
of 2x10 MHz in 700 MHz (Band 14) for FirstNet in USA
in 2012, Canada is following a similar strategy, although
a potentially very different funding model. The Canada
Economic Action Plan 2015 assigned C$3 million over 2
years to a study. 2x5 MHz in 700 MHz Band 14 has already
been assigned for public safety, with a further 2x5 MHz
also earmarked for first responders.

As recently as October 2017, Halton Regional Police
Service, Ontario has contracted Motorola Solutions to
deliver a public safety LTE solution using experimental
700 MHz Band 14 licences from Innovation, Science and
Economic Development (ISED) Canada, using the same
sites as the shared P25 network, with the installation of
170 vehicle modems. Halton Regional Police Service hopes
that other public safety entities across Ontario and Canada
could eventually benefit from its LTE core.
Also in October 2017, the Government of Canada created
a Public Safety Broadband Network task team to engage
with diverse stakeholders and study a wide range of
possible implementation models. Because of the high
expense of building a wide-area broadband network in
Canada, the goal is to collaborate with multiple sectors
from first responders, other Government bodies, telecom
operators, critical national infrastructure, rural and remote
communities, indigenous populations, research centres
and learn from global initiatives, many of which are
included in this Index.
During 2016, all Canada’s major telecom operators –
Montreal-based Bell Canada, Vancouver-based Telus and
Toronto-based Rogers Communications - announced
5G trials and active participation in global standardisation
efforts. Telus is even partnering with third parties in a
5G Living Lab.

The Canadian public safety community has been talking to
UTC Canada (utilities) and other regional and local sectors
and communities, in order to justify the investment for
building out a public safety broadband network. Sharing
among different users is likely to require legislation.
Each province is responsible for providing its own capacity,
although there would be a national entity overseeing
the process.
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7.3 Finland
2015 for “the best TETRA Innovation” for its “Hybrid
approach to LTE – 5 Steps to Critical Broadband”. This
approach allows it to continue TETRA operations for as
long as required, while initially allowing critical users to add
commercial LTE services via a secure MVNO model, with
VIRVE then adding its own LTE core using a commercial
RAN, leading to hybrid critical TETRA + fully standardised
LTE services from 3GPP Release 15 and beyond,
with a controlled TETRA to LTE/5G migration, before
decommissioning the TETRA RAN towards the
end of 2020s.

S

tretching out into the vast expanses of the Arctic
Circle, Finland is almost as large geographically as
Germany, and yet its total population barely reaches
only 5.5 million. Population density drops from over
200 inhabitants/km2 in the southern region, Uusimaa, to
around 2 people per km2 in Lapland in the North. Finland
also has a 1,340 km EU Schengen border with Russia to
the East, with obvious, tangible security concerns and
consequences.
Home to the new, streamlined Nokia and its former PMR
division, now an integral part of Airbus Defence & Space,
Finland was one of the pioneers of TETRA technology. The
first ever, fully operational wide-area network – HelenNet –
was implemented by Helen Oy, one of the country’s largest
energy companies during the late 1990s. This network
has now been incorporated within Finland’s nationwide
emergency services network, VIRVE (TETRA, of course) run
by State Security Networks, a state-owned organisation,
which was also the first fully-operational nationwide public
safety network to be completed back in 2002-3.
The VIRVE network covers 96% of Finland’s vast terrain (an
impressive feat when we compare it to the approximately
50% coverage boasted by the 3G/LTE operators). This
is achieved with 17 switches and around 1,350 base
stations, all providing communications for a mere 38,000
subscribers. Around 150,000 group calls and 7.5 million
SDS (text messages) are connected daily. As well as
incorporating HelenNet into its network, VIRVE also
reached an agreement with Finnish Railways in 2015 to
switch their GSM-R network to TETRA and run it until at
least 2025, consolidating even more services over one
single, fully redundant, nationwide TETRA network.
However, State Security Networks is not content to remain
solely with TETRA for its future critical communications
needs. VIRVE won an international TETRA Award in early
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This original strategy was updated during 2017, following
the award of all the 700 MHz band to commercial operators
by the Finnish Government. It has now been decided that
a commercial operator will offer RAN access; a service
operator will be appointed by the Ministry of Finance,
which will therefore take over control of the programme
and VIRVE from the Ministry of Interior. A coverage study
is being undertaken to see how the enormous gap
between commercial and critical services can be bridged
in the future.
During 2017, State Security Networks has also signed InterSystem Interface (ISI) agreements with both Norway and
Sweden to guarantee fully interoperable TETRA roaming
facilities between the 3 nations in the future.
Finland has also built up a rich ecosystem of critical
communications organisations covering every aspect of
technology and business, from full networks and services
to control rooms, special applications, enhanced data,
network slicing and multi-network modems. Building on
Nokia and Airbus’ global expertise and Finland’s relative
small internal market, the approximately 15-20 members
of Critical Communications Finland initiative have an
opportunity to export their solutions to the rest of
the world.
We would expect Finland to be a pioneer in 5G,
given Nokia’s long-established leadership in cellular
communications from its base in Oulu. A 5G Test Network
(5GTN) led by VTT Technical Research Centre Finland and
the University of Oulu was set up as early as 2015 together
with a consortium of industry partners led by Nokia.

7.4 France
awarded the contract by the German Government to
build the largest TETRA network in the world, the
French Government has started looking to a standardsbased future.

F

rance’s history, culture and critical communications
have all been shaped down the ages by its position
at the very heart of Europe, sandwiched between
Germany and the United Kingdom. The country suffered
severe losses of life and occupation during two brutal
World Wars, and was consequently one of the founding
signatories to the complex set of agreements that has led
to the European Union.
Having always taken national security and public safety
very seriously, France has suffered a series of shocking
terrorist attacks in Paris and Nice since early 2015,
including the horrifying massacre of over 80 people
attending a rock concert at the iconic Bataclan Theatre,
just a fortnight before the historic signing of the Paris
Agreement on Climate Change in late 2015. These events
have led to a State of Emergency and a renewed focus on
public safety and critical communications.
During the 1990s, the French Government and industry,
led by Matra Communications, took the decision to develop
their own critical communications technology: Tetrapol, a
publicly-available specification operating in VHF (80 MHz)
and UHF (ex-NATO 380-400 MHz). RUBIS – at 80 MHz
- was the first Tetrapol network to be deployed across
France, requiring relatively fewer base stations – although
larger antennas! – because of the low frequencies chosen.
As many as 50,000 Gendarmerie Nationale used this
network. The more comprehensive INPT shared network
was deployed at 400 MHz for National Police (ACROPOL),
Fire and EMS (ANTARES) and special Gendarmerie Riot
Squads around Paris (Corail NG).

French Ministry of Interior has taken the lead in moving
towards the next generation of critical communications.
It is difficult to manage 2 entirely different networks;
greater economies of scale are required for lower unit
prices; the TETRA/Tetrapol duality needed to come to an
end. Tetrapol and LTE/5G will need to coexist for as long as
possible, possibly until 2025. The Ministry joined TCCA’s
Broadband Group (CCBG) from its inception in 2012, and
actively participates in 3GPP for MCPTT standardisation.
France is also one of the early countries to award spectrum
in 700 MHz for public safety (2x8 MHz, although there
are concerns that other European nations will not follow,
meaning that economies of scale might not exist). It has
also studied 450 MHz.
France is looking to modify its legislation to set up a new
body to oversee the migration to next-generation public
safety broadband, as well as looking at innovative business
and operational models involving mobile operators and
other Government and industry bodies such as railways,
health etc. A tender process has begun including
tactical networks, national roaming and satellite within a
competitive, multi-vendor framework. The 2025 time-frame
for final migration also means that France is now looking
seriously at mission-critical 5G requirements.
In 2016, the FED4PMR demonstrator PMR to LTE transition
programme was set up with Thales as the project lead,
including other French critical communications players such
as Air-Lynx, Expway and Sysoco. France has developed
a strong critical communications ecosystem that should
allow it to be one of the technology leaders in 5G critical
communications.
Regarding 5G itself, French regulator, Arcep, concluded a
public consultation during 2017 into spectrum allocation for
5G, IoT, fixed wireless access and critical communications.
Arcep believes that commercial 5G services could be
launched in France as early as late 2018 or early 2019 in
3.5 GHz and 2.6 GHz. It is already freeing up spectrum in
3.6-3.8 GHz for 5G trials in a number of French cities.

However, due to the lack of widespread adoption of
Tetrapol by European and global public safety users –
basically Spain, Switzerland, Czech Republic and Slovakia
- and the fact that in 2005, its main technology supplier,
Airbus D&S, acquired Nokia’s TETRA assets and was
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7.5 Germany

G

ermany - a federal republic at the heart of Europe,
created in 1871, but only reunified in October 1990
after its division by the Western Allies and the
Soviet Union in the aftermath of World War 2 - is made
up of 16 highly autonomous states (Länder). Its turbulent
20th century also included one of the worst processes
of hyperinflation ever recorded in 1923, leaving a fear of
inflation that remains to this day. The current chancellor,
Angela Merkel, has been in power since November
2005, although she is currently struggling to put together
a coalition Government following a recent general
election, dominated by immigration, the increased threat
of terrorism and Germany’s future role in the European
Union following United Kingdom’s recent decision to
leave. Germany has the largest economy in Europe
and 4th globally. The country has also developed a very
comprehensive plan for renewable energy (Energiewende)
over the past decade or so.
Germany started planning a nationwide public safety
network during the late 1990s, but a final agreement stalled
because of the need for all 16 Länder to sign off on any
deal. Finally in 2005, Airbus D&S – then Matra/EADS – was
awarded a contract to build a nationwide TETRA network.
A Federal Agency for Public Safety Digital Radio (known
by its German acronym, BDBOS) was set up to oversee
the project.
The G7 summit held in the remote, mountainous Bavarian
location of Schloss Elmau in 2015 created the final impetus
for the recent completion of the roll-out of BDBOS‘ recordbreaking TETRA network. The numbers are impressive: it
covers 99% of German territory, boasts 99.95% availability,
includes 4,500 base stations and as many as 750,000
subscribers, with almost 50 million calls per month
passing through 64 switching centre sites and as many
as 1,420 key buildings also covered.
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Such a massive recent investment in TETRA means that
the German Government needs to guarantee a reasonable
(social) return over at least another decade. Following an
IP-based switching centre and backbone modernisation,
the TETRA network should actually operate until at least
2030. Together with this full IP upgrade, BDBOS is also
actively participating in the preparation of public safety
requirements within 3GPP LTE/5G, as well as contributing
to TCCA Broadband Group (CCBG) meetings, holding a
position on TCCA Board and also engaging with ETSI.
A White Paper outlining the PPDR community’s 5G
requirements was presented by current BDBOS
President, Andreas Gegenfurtner at the NGMN Forum
2017 held in Singapore.
It has been decided that public safety broadband evolution
will be driven by the 16 Länder and coordinated by the
Federal Ministry of Interior. A pilot LTE network will be set
up to test out the full financial, technical and organisational
implications of such an endeavour, before any final decision
is taken. An initial request has been made for access to
frequencies in the 700 and 450 MHz bands, although
Germany was one of the first countries to auction off
700 MHz Band 28 spectrum to the commercial sector, so
mobile operators will need to be part of any discussions,
even if Germany chooses to award the same additional
2x8 MHz of spectrum in adjacent Band 68 and SDL
(Supplementary Download) spectrum contemplated by
the French authorities.
Germany’s BDBOS showed its keenness to engage the
wider international community by hosting a meeting of
14 European operators – including VIRVE and French
Ministry of Interior - and FirstNet (USA) in Berlin on
October 17, 2017 which led to an important Declaration
of a joint approach to future critical communications
standardisation and implementation, with a common set
of goals and objectives.
The German Ministry for Transport and Digital Infrastructure
published its national 5G strategy in July 2017. The strategy
calls for a high-performance nationwide 5G network by
2025, with ample frequencies from 2-3.5 GHz allocated
to 5G during 2018. Deutsche Telekom is already in the
advanced stages of 5G testing together with Huawei in
Berlin and the port of Hamburg.

7.6 Korea

process and setting up a series of public safety LTE
pilot networks. Although these time-lines have slipped
somewhat, Korea is still ahead of the pack in innovation in
next-generation critical communications services.
An extensive $US40 million LTE pilot was started in
2015 contemplating as many as 200 eNodeBs and 2,500
handsets. Korea Telecom was awarded the main Lot 1
tender and SK Telecom Lot 2. The Korean authorities
awarded valuable 2x10 MHz of spectrum in the APT-700
Band 28 frequency band, with final plans for a network of
12,000 eNodeBs and 200,000 terminals. 8 mandatory user
groups are included in the nationwide public safety LTE
framework: Police, Fire, EMS, Coastguard, Military, local
administrations, electricity and gas. Special solutions will
also be developed for the maritime sector and railways.

K

orea’s recent history is dominated by the 1950s
Korean War which divided the country in two
at the 38th parallel following a 3-year conflict
resulting from serious disagreements between the two
main superpowers of the time – USA and Soviet Union.
Unsurprisingly, the Quixoticity Index ignores North Korea
and focuses on the remarkable social, economic and
technological progress made by the Republic of Korea
in recent times. The threat from its Northern “brother”
remains constant, especially while the Trump and King
Yong-Un presidencies last, meaning that national security
and public safety will always be a high priority for its
Government and citizens.
Like many other countries around the world – including
some in this Index – Korea really woke up to the
importance of multi-agency public safety interoperable
communications following the April 2014 Sewol Ferry
Disaster. Over 300 lives were lost during this tragedy, most
of them schoolchildren attending the same High School.
Although the ferry’s captain and crew were held criminally
responsible for their actions, the massive loss of life can
also be attributed in part to the inadequate response from
the coastguard and other emergency services caused by
poor communications and a lack of interoperability at the
scene of the disaster.
Korea has never developed a nationwide critical
communications network. Up until recently, the Korean
market was divided evenly between VHF and TETRA
solutions, with some minor use of other UHF, iDEN
and WiMAX (now completely overshadowed by LTE)
technologies. Following the Sewol Ferry Disaster, the
Korean Government adopted aggressive time-lines for
developing a full nationwide, mission-critical LTE capability
by 2017 – called SafeNet -, investing heavily in the 3GPP
SA6 MCPTT (Release 13 and beyond) standardisation

Nokia and SK Telecom have been very active in the
development of mission-critical broadband applications
and even 5G-ready networks. SK Telecom is conducting
an extensive pilot for the 2018 Winter Olympics, spending
around $US 8 million to update its existing commercial
solutions and adding 38 eNodeBs for additional coverage in
Pyeongchang, Gangneung and Jeongsun.
Following a short period of political turmoil recently, the
new President, Moon Jae-In included the nationwide
public safety LTE network as one of his 100 promises. In
October 2017, a three-step approach was announced by
the Director of Public Safety Communications and TTA
(the Korean Telecoms Association), under the Ministry of
Security and Public Administration, with 2 cities – Daejeon,
Sejong - and their provinces launching in 2018; 3 further
cities – Busan, Daegu, Gwangju - and provinces launching
in 2019, followed by the final major cities – Seoul, Incheon
– and Gyeonggi province in 2020. The estimated costs are
US$880m. to deploy the network and US$900m. for 10
years of operation.
Korea is one of the most advanced nations for commercial
mobile communications in the world with extensive fibre
deployment and the most extensive LTE network with full
VoLTE and other advanced services being supplied to a
sophisticated user community. 5G plans are already well
under way with a soft 5G launch happening to coincide
with the 2018 Winter Olympics based on standards
currently being completed by 3GPP as Release 15
Stage 1 NSA 5G NR. By mid-2018, spectrum in the
3.5 GHz and 28 GHz (mmW) will be auctioned off.
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7.7 Saudi Arabia
As we have already stated in 6.11, spectrum is the lifeblood of fully mobile communications systems. Because of
previous Saudi spectrum policy, the key 400 MHz and 800
MHz bands are highly congested and not aligned with other
nations in the region, causing capacity and interference
issues for local and regional operators and end-users.
Public organisations control vast amounts of spectrum,
so CITC is currently attempting to clean up key spectrum
bands for future services.

T

he Kingdom of Saudi Arabia dominates the Middle
East region in size and power. It is one of the three
largest oil producers in the world, together with
Russia and USA, with the lowest costs of production, 97%
export earnings from petroleum and arguably the world’s
largest company, Saudi Aramco, valued in the past at US$2
trillion. Saudi Telecom (STC) is the Middle East region’s
largest telecoms operator.
The Kingdom is the custodian of the 2 Holy Mosques
of Islam – Mecca and Medina – which annually attract
millions of pilgrims from around the world. It has multiple
national security issues with neighbouring countries such
as Yemen, Iraq, Qatar and - across the Persian Gulf -, Iran,
as well as large, deserted borders that are a constant
challenge to secure. The Kingdom is also in the midst of a
process of transformation towards a more modern society,
driven by the Saudi Vision 2030, championed by young
Crown Prince Mohammad bin Salman, which presents its
own challenges.
Saudi Arabia therefore takes mission-critical
communications very seriously, being a significant adopter
of TETRA technology since its early days, for public safety,
oil and gas, transport and utilities. However, each critical
user – Royal Guard, National Guard, Ministry of Interior,
Ministry of Defence, GACA (Airports Authority), Saudi
Aramco, Saudi Electricity – has built out its own, private
network with separate frequencies and sites, without the
ability to interoperate with other networks. Whereas this
may have been considered an acceptable practice in the
past, the industry regulator, CITC, would now like to see
some consolidation of critical communications networks so
that it can sort out the lack of available spectrum for new
services in the Kingdom.
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The Ministry of Interior has the most comprehensive
TETRA network deployed across the Kingdom, having
initially deployed a Motorola Solutions solution, which it
has recently replaced with an Airbus system. It is the first
public user in the Kingdom to tender for mission-critical LTE
network initially for 2 regions.
Saudi Telecom (STC)’s fully-owned subsidiary, PTC Bravo,
currently operates an aging, 950-site iDEN network that
covers all major cities and roads across the Kingdom.
Following a full strategic review during 2016, Bravo decided
to focus on unifying mission-critical communications by
implementing a shared, nationwide, next-generation
TETRA + LTE network. In August 2017, it launched an initial
90-site Airbus TETRA network in the Western Region in
time for the important Hajj 1438 religious ceremonies in the
holy cities of Mecca and Medina, with coverage extending
to Jeddah, Yanbu and Thuwal. It has also carried out a
LTE PoC in Riyadh during early 2017 and is developing a
future IoT and Big Data Analysis platform, including 14
demo drones, 3 fully-equipped vans and control rooms. Its
technical roadmap for 2017-2030 contemplates a future
migration to mission-critical LTE/5G.
During Mobile World Congress 2017 in Barcelona, Spain,
both STC and Zain signed Memorandums of Understanding
(MoUs) with Nokia to explore ways of developing 5G
technology. Spectrum is being made available by CITC at
700/800 MHz for coverage and at 1800 MHz/2.3 GHz/2.6
GHz for capacity for advanced 4G/5G services. For
ambitious Crown Prince Mohammad bin Salman’s Saudi
Vision 2030 to become a reality, critical communications
services running over 5G networks must be made one of
the key pillars of all successful future strategies.

7.8 United Arab Emirates
Following a similar operational model to Nedaa but keeping
full ownership and control with Abu Dhabi Police, the Abu
Dhabi TETRA network has been extended to other critical
users such as Ministry of Presidential Affairs, hospitals,
airports and ADNOC, the national oil company.

T

he United Arab Emirates (UAE) is actually a
federation of 7 emirates – Abu Dhabi (which acts
as the capital), Ajman, Dubai, Fujairah, Ras AlKhaiman, Sharjah and Umm Al-Kuwain. Abu Dhabi and
Dubai are the two largest in terms of political importance,
population and economic activity. Abu Dhabi is a significant
oil and natural gas producer, while Dubai has developed
a unique, diversified model of economic development
based on real estate, tourism, technology business hubs
and a long-term, futuristic smart city vision. Although UAE
has a political system based on absolute monarchy and a
lack of democratic institutions, it has largely avoided the
difficulties of many other Arab states caused by the socalled Arab Spring. UAE only became independent from
United Kingdom in December 1971, but is now considered
one of the fastest growing economies in the world. Almost
8 million of its 9.4 million inhabitants are ex-pats.
UAE has chosen TETRA as its preferred technology for
public safety and critical communications. Airbus and its
partner, Atlas Telecom installed significant TETRA networks
and multiple upgrades for both Dubai Police and Abu Dhabi
Police during the 2000s. Both of these networks have
been extended and shared with a wide range of national
security, public safety and other public and private service
companies across the UAE.

Since his accession in 2006, leader of Dubai and UAE Vice
President, Sheikh Mohammed bin Rashid al Maktoum has
undertaken a series of ambitious reforms and initiatives
such as Smart Dubai and 10X, with the intention of turning
Dubai into one of the smartest, happiest cities and nations
in the world. Dubai Police is one of the most initiative
police forces in the world, setting up VR training centres
and incorporating robots into its operations, as well as
many impounded, high-performance sports cars.
Critical communications operator, Nedaa is an integral part
of Sheikh Mohammed’s plans that lead up to the Global
Expo 2020, where several advanced 5G-era technologies
will be on display. Nedaa is working closely with Nokia
and Esharah Etisalat Security Solutions to build a nextgeneration LTE/5G-ready critical communications network
across Dubai with dedicated spectrum. Nedaa and Nokia
have signed an agreement to set up an Innovation and
Creativity Lab in Dubai. The first stage of the public safety
LTE project is now complete, mission-critical voice will
be incorporated during 2018, and a full launch is planned
ahead of Expo 2020.
Abu Dhabi Police and the Abu Dhabi Ministry of Interior
signed a contract with Atlas Communication in early 2016
to develop a joint TETRA+LTE solution based on
Airbus technology.
Regarding 5G, Etisalat has already promised a nationwide
rollout in time for Expo 2020. Mobile operator, du also
demonstrated robot control, Industry 4.0 and live streaming
applications with technology partner, Nokia, at the recent
GITEX 2017 exhibition.

In the rapidly growing global smart city hub, Dubai, a
separate critical communications entity, Nedaa, was
created in 2008 to extend the existing public safety TETRA
network to other users to cope with all future crisis and
disaster situations across the city. Nedaa serves public
safety entities, shopping malls, hotels, Dubai Metro, buses,
port, utilities and even relevant users from neighbouring
Sharjah. Well over 20,000 users now use Nedaa’s TETRA
network comprising over 100 base stations, with a satellitelinked Cell-on-Wheels system connected back to the
main switch covering the emirate’s sparsely populated
desert region.
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7.9 United Kingdom

Airwave is a private company, currently owned by Motorola
Solutions, whose main asset is the current UK emergency
services network.
A new coalition government came to power in 2010
determined to implement a new economic policy based
on austerity and the downsizing of public services. It
was determined that the UK£400 million annual cost of
running an “aging” Airwave network was too high, so the
Cabinet Office and Home Office set about developing a
new programme, ESMCP (Emergency Services Mobile
Communications Programme) to lead the transition
from TETRA to a commercial LTE solution, called
ESN (Emergency Services Network) with no additional
spectrum set aside and an ambitious, high-risk minimal
transition time.

T

he United Kingdom (UK) was the birth-place of the
original industrial revolution. The British Empire
was the most extensive globally throughout the
Victorian era, finally collapsing following the loss of India
after the Second World War. Only a few remnants remain
today. Having joined the European Common Market in
1975 following a “Yes” vote in UK’s first ever national
referendum, the nation narrowly voted to leave the
European Union in another referendum held in June 2016.
The Union itself is under threat from a strong nationalist
movement in Scotland, which decided to stay a part of UK
in the 2014 Independence Referendum. The incumbent
Prime Minister, Theresa May, failed to win an overall
majority in a snap election called for June 2017, leading to
a potentially extended period of political instability.
The United Kingdom has taken national security seriously
since the height of Irish nationalist terrorism during the
1970s and 1980s. Such concerns were reinforced by the
7/7 terrorist attacks on London public transport in
July 2005 with considerable loss of life, as well as more
recent terrorist attacks in London and Manchester. Around
80 people also lost their lives in the tragic Grenfell Towers
fire earlier this year, highlighting the importance of installing
more advanced public safety and critical communications
solutions.
The United Kingdom was one of the first nations to deploy
a shared nationwide TETRA network for all its emergency
services. The PSRCP project was set up as early as 1996.
Airwave was fully deployed for all regional police forces
in 2005, with all Ambulance Trusts and Fire Brigades
following soon afterwards, along with up to 300 smaller
organisations. Before Germany’s BDBOS TETRA network
was built, Airwave was the largest of its kind in the world,
with around 3,500 sites covering 99% of UK land mass,
providing service to over 300,000 emergency users.
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Contracts for 3 Lots (Lot 1 – Delivery Partner – KBR; Lot
2 – User Services – Motorola Solutions; Lot 3 – Mobile
Services – BT/EE) were awarded during late 2015. Many
additional contracts cover fixed links, extended area
coverage (EAS), air-to-ground, London Underground and
other aspects of this complex programme. ESN was
expected to be up and running by mid-2017, with the
Airwave network switched off by the end of 2019, leading
to hundreds of millions of UK pounds in annual savings in
the business plan from 2020-2021 Financial Year.
A National Audit Office (NAO) report and subsequent
Parliamentary Inquiry during late 2016 highlighted the
increased risk levels involved in implementing ESN as
planned, which now looks likely to suffer severe delays in
its roll-out, forcing UK Government to pay significant costs
to Motorola Solutions to continue Airwave operations well
into the next decade. A full ESN review is currently being
conducted, set to be completed by the end of this year.
The University of Surrey set up one of the world’s first
5G research centres, 5G Innovation Centre (5GIC) back
in 2012, funded in part by UK Government and a growing
number of industry partners. As part of a £740m National
Productivity Investment Fund announced in late 2016, the
Government is providing £16m of funding to 3 Universities:
Surrey/5GIC, Bristol and Kings College London to set up a
pilot 5G network by March 2018. A further £25m has been
set aside in the 2018-19 Financial Year for a 5G Testbeds
and Trials programme.
Meanwhile, Ofcom’s auction of key spectrum required
to launch 5G services has been held up by a series of
law-suits by UK mobile network operators. There is also
concern about Openreach’s dominance in the UK fibre
market, as fibre will be key to launching 5G services. New
laws will also need to be passed to free up thousands
of lamp-posts, buildings and strategic assets for the
installation of a new generation of 5G small cells.

7.10 United States of
America

T

he most powerful nation on Earth during most of the
20th and early 21st centuries declared independence
from the British on July 4th 1776, although formal
separation was only confirmed 7 years later with the Treaty
of Paris. Although UK and Europe expanded their global
economic power during the 19th century, the aftermath
of 2 bloody global conflicts during the first half of the
20th century left USA and Soviet Union as the 2 opposing
superpowers. The United States became the undisputed
global leader following the collapse of the Soviet Union,
although China has now risen once again to challenge
its hegemony during the 21st century. The nation has
controlled global finances via Wall Street (New York) and
global technology trends have been shaped in Silicon Valley
(California). A deep mistrust of political institutions in the
capital, Washington D.C. led to the election of a reality
TV and real estate magnate, Donald Trump, as its 45th
President in November 2016.
At the same time as ETSI was defining the European
TETRA standard during the early 1990s, TIA and APCO
were working on a public safety communications standard
for North America, APCO Project 25, now known simply
as P25. Progress was slow throughout the 1990s with few
vendors able to challenge Motorola’s dominance in the
US public safety market. The 9/11 terrorist attacks in New
York and Washington D.C in September 2001 changed the
dynamic of the sector as the newly created Department of
Homeland Security designated P25 as the interoperability
standard for public safety agencies across the nation.
However, stubbornly high equipment prices and limited
data capabilities meant that most smaller agencies could
not afford to adopt the standard. TETRA was eventually
allowed to enter the US market in 2011, but it was
restricted to the public transport and utilities markets.

The 2000s saw several years of the first responder
community lobbying Congress, the setting-up of a
Public Safety Spectrum Trust (PSST) and failed attempts
to auction off D Block spectrum in 700 MHz band to
commercial carriers unprepared to meet stringent public
safety requirements. Then, in early 2012, the First
Responder Network Authority (FirstNet) was established as
an independent authority within NTIA to build a nationwide
public safety broadband network with 2x10 MHz of
dedicated Band 14 spectrum and US$7 billion of financing.
After a lengthy consultation process, a comprehensive
RFP was launched in late 2015, with 3 consortia bidding
led by AT&T, Rivada Networks and pdvWireless. AT&T was
announced as the preferred bidder in November 2016,
Rivada contested FirstNet’s decision in the courts, but
FirstNet and AT&T finally signed a 25-year agreement in
March 2017, setting in motion a complex opt-in/opt-out
process with a December 28th 2017 deadline for all State
Governors to make their final decisions. So far, 33 states
and territories, out of a total of 56, have opted in.
The United States has played a key role in the development
of mission-critical LTE standardisation within 3GPP since
Release 11 through the Department of Commerce’s
National Institute of Standards and Technology (NIST)’s
Public Safety Communications Research (PSCR) Division,
based in Boulder, Colorado. The Association of PublicSafety Communications Officials (APCO) set up a public
safety applications programme, which has recently been
matched and enhanced by FirstNet. NIST’s Public Safety
Innovation Acceleration Program (PSIAP) is funding several
FirstNet/LTE/mission-critical broadband programmes such
as the Mission-Critical Open Platform (MCOP) developing
open interfaces to allow more players to join the public
safety UE market, guaranteeing interoperability and
reducing barriers to entry.
The United States has a rich 5G ecosystem ranging
from technology developers such as Intel, Qualcomm to
mobile operators such as AT&T, Verizon and T-Mobile to
technology companies such as Apple, Google, Facebook
and others investing billions of dollars in research into the
next-generation of mobility. The United States has some of
the more aggressive time-lines for early 5G deployments
in late 2018 or early 2019. AT&T and Verizon appear to
be focusing on offering fixed-wireless access services in
mmWave frequencies, whereas T-Mobile plans to use its
600 MHz spectrum for wider-area coverage of US landmass, with massive IoT deployments in its sights.
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“We are in urgent need
of new tools, new
methodologies, new ways
of seeing the world: new
mindsets.”
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8. Quixoticity
Index 2017 –
Results
Each country possesses a unique history and geography; differentiated legal,
political, economic and financial systems, upheld by a particular set of institutions
and agencies, shaping its unique identity.

E

ach authority has had to make different technology
choices, faced different challenges and set different
priorities, favouring different social and economic
actors along the way. Each nation is made up of millions
of individual human beings each with their own goals and
dreams, hopes and fears for the future.
Some countries are large, very large, with open plains or
mountainous terrain; dense forests, lush meadows, eternal
drizzle or sunny beaches. Others have been blessed – or
cursed - with wide-open, never-ending, sun-baked deserts.
Cities mushroom with endless rows of skyscrapers and
cranes filling the skyline; congested traffic pollutes the
air; solutions arise via embryonic test-beds of sustainable
living; autonomous vehicles offer a cleaner, safer future and
better quality of life; drones deliver emergency supplies;
remote villages are connected for the first time by mobile
telephony, opening up new horizons for their inhabitants.
Inevitably, in order to explain complex processes,
procedures or trends and come up with a set of workable
conclusions and recommendations, we are forced to distil
a diverse set of phenomena into a few dry numbers on a
spreadsheet.

I have selected 10 countries that I believe are all valid
benchmarks for the global community; all of them
searching in their own unique way for a better, smarter,
safer future for their citizens, driven by technology with
critical communications at its core.
I have chosen 3 core concepts – building-blocks – that are
non-negotiable for sustainable 5G systems of systems: all
future networks must be mission-critical, be guided by the
Sustainable Development Goals and embrace the full 5G
vision. Another 17 interconnected components have been
added to complete the picture of a critical communicationsled world. In the future, I would hope to reduce this
number.
Over the coming pages, I present the results of a long,
complex voyage of discovery into the unknown. These
are the first steps along the road to another way of
looking at the rapidly-approaching 5G era, from a critical
communications perspective. I look forward to working
with like-minded people and organisations over the coming
months and years to build on these basic foundations,
presenting my results in much greater detail at every
available opportunity, and opening my quixotic research
to a wider, mainstream audience.

© 2017 Quixoticity Limited. All right reserved.

35

8.1 Overview

Two countries top the inaugural Quixoticity Index: Finland and United Arab
Emirates. Finland has built up a unique critical communications ecosystem over
the past 2 decades based on close cooperation of authorities and their solutions
providers, close-knit communities and a willingness to share ideas openly with
the rest of the world.

I

n the case of the United Arab Emirates, we have a new
nation starting from very humble beginnings, that has
developed a unique business model based on its unique,
ambitious, optimistic vision for the future of humanity. Both
nations have relatively small populations, but big ideas
for the future based on a strong commitment to a better,
smarter and safer society.
Germany and USA follow very closely. Two of the largest,
strongest economies on the planet, based on industry
and technology, with very different histories, but perhaps
a common sense of purpose. It was significant to see
the signing of the Declaration: A joint approach to Critical
Communications at BDBOS’s headquarters in Berlin on
October 17th this year, with the participation of USA
FirstNet officials. If Germany and USA follow their current
paths, I would expect them to challenge Finland and UAE
for the top positions in future Indexes.
France, Korea and the United Kingdom are not far behind.
Each of these countries has defined a clear strategy for its
next-generation public safety and critical communications.
All three nations are participating actively in the global
standardisation process, and all three take public safety and
critical communications in general very seriously. Perhaps
a few points have been lost due to previous technology
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decisions in the case of France and Korea, that are now in
the process of being rectified by adhering closely to future
open standards. The United Kingdom was the trailblazer
with its nationwide TETRA network, and it can be so once
more with its ambitious ESN, if it is able to overcome the
challenges to its overall migration strategy.
It is most definitely not the intention of the author of the
Quixoticity Index to single out winners and losers at this
very early stage in our industry and community’s move
towards a mission-critical 5G future underpinned by the UN
Sustainable Development Goals. It is perhaps no surprise
that the three nations with the lowest total scores in this
inaugural Index all face enormous challenges in terms of
geography, population density, and whose economies
are currently driven to a greater or lesser extent by the
exploitation of vast natural resources. Australia, Canada and
Saudi Arabia could all be considered “smart followers”,
actively opening up to many of the other nations in this
Index. With strong governance, a diverse and active critical
communications community and a willingness to learn from
others, these 3 nations should be able to catch up with
their global peers and show the way to many other nations
yet to begin their journey.

Total Scores by Country
82
69

69

78

79

82
77

77

79

67

Australia Canada Finland France Germany Korea
Saudi
							
Arabia

UAE

UK

USA
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8.2 Australia

Country Score: 69
Mission-critical						7
SDGs					6
Full 5G						7
Governance					6
Open/Standards						7
Services/Apps						7

Australia has a strong critical communications
ecosystem and a globally-recognised
commercial operator.

Finance					6
Security							8
Vision						7

It is also a developed, diverse nation with a strong focus
on national security. Disaster preparedness and the
implementation of early warning systems is always a
high priority due to an increase in bushfires, floods etc.
that threaten life and property on a periodic basis. Federal
Government lack of action regarding spectrum, final
broadband strategy and longer-term clarity regarding 5G
remains a major issue, as does the country’s need to work
harder on some of the UN SDGs. It is also struggling to
deliver a nationwide broadband services delivery project
that is behind schedule and over budget.

Disaster Preparedness						8
Spectrum/Regulation				6
Ecosystem							8
Migration						7
Interoperability					 6
Technology							8
Infrastructure						7
Social Value						7
Sustainability						7
Multi-sector cooperation					7
Orchestration		

38

© 2017 Quixoticity. All right reserved.

-

8.3 Canada

Country Score: 69
Mission-critical						7
SDGs						7
Full 5G					 6
Governance							8
Open/Standards						7
Services/Apps					 6

Canada is defined in part by its proximity to its
Southern neighbour, USA and in part by its vast
geography and northern territories.

Finance					6
Security						7
Vision							8

Its main provinces have all deployed P25 networks, and
there has been a focus on developing common working
practices and shared information systems. Spectrum has
been set aside for critical broadband services and some
early pilots and trials, including cross-border exercises,
have demonstrated LTE capabilities. However, only recently
has a task team been set up to move forward a shared
public safety broadband network. Canada intends to be a
smart follower, learning from the experiences of
other nations.

Disaster Preparedness					7
Spectrum/Regulation						8
Ecosystem					6
Migration							8
Interoperability						7
Technology						7
Infrastructure					6
Social Value						7
Sustainability						7
Multi-sector cooperation					7
Orchestration		

-
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8.4 Finland

Country Score: 82
Mission-critical								9
SDGs							8
Full 5G						7
Governance							8
Open/Standards							8
Services/Apps								9

Finland scores highly in most of the
categories.

Finance					6

It receives one of only two full-marks across the
whole Index, due to its unique critical communications
ecosystem, where a wide range of industry participants,
authorities, operators and user communities share
information, work closely together and develop applications
that are also exported to other markets. VIRVE has
developed a clear migration path to critical broadband,
as well as signing interoperability agreements with
neighbouring Nordic countries. Some minor concerns
would be the lack of dedicated spectrum for future services
and the move of critical communications governance from
the Ministry of Interior to the Ministry of Finance.

Vision								9

Security							8

Disaster Preparedness							9
Spectrum/Regulation					7
Ecosystem									10
Migration							8
Interoperability								9
Technology							8
Infrastructure								9
Social Value							8
Sustainability							8
Multi-sector cooperation							9
Orchestration		
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8.5 France

Country Score: 78
Mission-critical								9
SDGs							8
Full 5G							8
Governance							8
Open/Standards					

6

Services/Apps						7

France takes public safety, missioncritical and security issues very
seriously.

Finance						7

Having chosen a single-vendor proprietary solution for
its nationwide public safety networks, largely on national
security grounds, the French Ministry of Interior has taken
a keen interest in participating actively in the development
of next-generation solutions. The country’s economy and
employment levels have been stagnant for several years
following the financial crisis, and levels of inequality have
increased, particularly among certain ethnic groups. Its
vision for future 5G services, including public safety and
other verticals, is imaginative, looking initially at rapidlydeployable tactical solutions.

Disaster Preparedness						8

Security								9
Vision							8

Spectrum/Regulation						8
Ecosystem							8
Migration							8
Interoperability						7
Technology							8
Infrastructure						7
Social Value						7
Sustainability						7
Multi-sector cooperation						8
Orchestration		

-
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8.6 Germany

Country Score: 79
Mission-critical								9
SDGs							8
Full 5G							8
Governance							8
Open/Standards						7
Services/Apps							8

Germany is another country that takes missioncritical service very seriously, having invested
heavily in the largest nationwide TETRA
network in the world.

Finance						7
Security							8
Vision							8
Disaster Preparedness						8

Renowned for its high-quality engineering, it now has
a strong critical communications infrastructure. Having
completed its TETRA network, BDBOS has now become
much more active in the international community,
participating in the global standardisation process and
helping develop the critical 5G requirements. Its energy
policy focuses on a future dominated by renewables. Its
main national telecoms operator, Deutsche Telekom, is also
one of the leaders globally in trialling 5G.

Spectrum/Regulation					7
Ecosystem							8
Migration							8
Interoperability							8
Technology							8
Infrastructure								9
Social Value						7
Sustainability							8
Multi-sector cooperation					7
Orchestration		
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8.7 Korea

Country Score: 77
Mission-critical						7
SDGs						7
Full 5G								9
Governance						7
Open/Standards						7
Services/Apps								9

The Republic of Korea has taken a lead in
next-generation critical communications
standardisation and implementation, following
a ferry disaster with significant loss of life.

Finance						7
Security						7
Vision								9
Disaster Preparedness						8

It is recognised globally as having the most advanced
LTE and fibre deployments, which is leading it to become
one of the early adopters of 5G. It is home to leading
technology companies, has awarded dedicated spectrum to
public safety and incentivised its major telecoms providers
to build infrastructure and develop advanced solutions. It
still has some work to do fulfilling UN SDGs and its existing
mission-critical infrastructure has been found lacking in
the past, although the scores for these building blocks
will increase as soon as public safety LTE deployment is
complete, also benefiting other sectors such as maritime
and rail.

Spectrum/Regulation							9
Ecosystem							8
Migration							8
Interoperability						7
Technology								9
Infrastructure						7
Social Value					 6
Sustainability						7
Multi-sector cooperation						8
Orchestration		

-
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8.8 Saudi Arabia

Country Score: 67
Mission-critical							8
SDGs				5
Full 5G					 6
Governance					6
Open/Standards					

6

Services/Apps						7

Saudi Arabia scores highly in its understanding
of mission-critical and security issues, which it
clearly takes very seriously, investing heavily in
technology, modern equipment and solutions.

Finance						7
Security								9
Vision							8
Disaster Preparedness					7

The country has developed its Saudi Vision 2030 that looks
to diversify its economy, following recent oil-price falls and
increased instability in the region. Although investment is
high in critical communications, there is little cooperation or
sharing of infrastructure by Government users. Spectrum
policy is also challenging as major users tend not to
follow strict guidelines for its use. The greatest hope for
the future is that fully-owned Saudi Telecom subsidiary,
PTC Bravo will be successful in implementing its longterm strategy to offer shared next-generation critical
communications solutions across the Kingdom.

Spectrum/Regulation				6
Ecosystem						7
Migration						7
Interoperability				 5
Technology							8
Infrastructure					6
Social Value				 5
Sustainability						7
Multi-sector cooperation				 6
Orchestration		
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8.9 United Arab Emirates

Country Score: 82
Mission-critical							8
SDGs							8
Full 5G							8
Governance								9
Open/Standards						7
Services/Apps								9

The United Arab Emirates has scored very
highly in this inaugural Index, reaching the
same level as Finland, which is very impressive
for a small, young nation in the Gulf region.

Finance							8
Security							8
Vision									10
Disaster Preparedness						8

The UAE scores one of only two 10s across the whole
Index for its vision for the future, particularly that of the
ruler of Dubai, Sheikh Mohammed bin Rashid al Maktoum,
who, together with his father, has transformed Dubai from
a fishing village to one of the smartest and safest cities
in the world. The nation is attracting wealth and talent;
Dubai Police is perhaps the most progressive police force
on the planet; critical communications operator, Nedaa, is
building a 5G-ready network together with Nokia that will
be launched across Dubai in time for 2020. UAE appears
to have a plan to develop almost all new technologies of
significance including autonomous vehicles, robots and
blockchain.

Spectrum/Regulation							9
Ecosystem								9
Migration							8
Interoperability						7
Technology								9
Infrastructure							8
Social Value						7
Sustainability							8
Multi-sector cooperation						8
Orchestration		

-
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8.10 United Kingdom

Country Score: 77
Mission-critical								9
SDGs						7
Full 5G							8
Governance					6
Open/Standards						7
Services/Apps							8

The United Kingdom takes national security
and public safety seriously due to the constant
terrorist threat.

Finance					6
Security								9
Vision							8

It has a well-developed critical communications
infrastructure and a strong, competitive ecosystem. It is
also supporting some of the top 5G research institutes
in the world. However, a period of austerity has led to a
decrease in its investment in public services, including
emergency services. The model adopted to migrate all
emergency services users from a nationwide public safety
TETRA network to a commercial LTE network was always
high-risk and now looks like suffering serious delays, which
need to be addressed. The upcoming 5G auction process
is also being contested by at least 2 commercial operators
and a de facto fibre monopoly has hampered the roll-out of
nationwide broadband.

Disaster Preparedness							9
Spectrum/Regulation					7
Ecosystem								9
Migration						7
Interoperability							8
Technology							8
Infrastructure								9
Social Value					 6
Sustainability							8
Multi-sector cooperation					7
Orchestration		
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8.11 United States of
America

Country Score: 79
Mission-critical							8
SDGs					6
Full 5G							8
Governance							8
Open/Standards						7
Services/Apps								9

The United States has never achieved
nationwide interoperability for its critical
communications.

Finance							8
Security								9
Vision								9

This could potentially be about to change if its ambitious
FirstNet programme is successful over the coming months
and years. USA is home to a large number of technology
companies and is also the centre of global finance. Its fairly
extreme capitalist system – compared to most European
nations – has led to increased inequality and a greater
focus on economic value than social value. The incumbent
President has also declared his intention to withdraw USA
from the Paris Agreement which is one of the pillars of
the UN Agenda for Sustainable Development. USA is likely
to be one of the early adopters of 5G, although it is not
sure when the ultra-reliable, low-latency network slice will
become available there.

Disaster Preparedness						8
Spectrum/Regulation							9
Ecosystem								9
Migration							8
Interoperability						7
Technology								9
Infrastructure						7
Social Value					 6
Sustainability							8
Multi-sector cooperation					7
Orchestration		

-
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9. Conclusions &
Recommendations
We live in the best of times; but also potentially the worst of times, if we fail to
acknowledge the momentous changes taking place around us and act accordingly.
It can be extremely hard for many of us to understand and accept change,
especially when we are part of long-standing communities that have well
established practices that have served us well for decades.

G

overnments – and the wider civil society – are still
slaves to monetary value, and hence totally under
the control and manipulation of those incumbent
financial institutions who let us all down so badly during the
2000s. Civilisations - from the apocryphal King Midas all the
way down to the wolves of Wall Street - have discovered
that pure economic value, measured by GDP in billions or
even trillions of increasingly meaningless and worthless
dollars, is simply not enough in the long run. Radically new
indicators of value must emerge to counterbalance the
narrow focus of our time. The United Nations Sustainable
Development Goals (SDGs) offer us an alternative model
and a focal point for a new society and economy during
the 2030s, based on higher, more basic human and
social values. There is an urgent need for us to develop
new tools, and match technological convergence with a
convergence of hearts and minds.

humans and our creations. Entire generations will need to
be re-trained and re-educated to take advantage of the new
opportunities. Visionary leaders will seize this opportunity
with both hands.

The accelerating convergence of critical communications
and commercial communications as we approach the 5G
era must be allowed – and, in fact, encouraged – to follow
its course to a natural conclusion of all communications
becoming critical. The increased global cooperation of the
critical communications community – witnessed yet again
here today in Melbourne - is very positive. Existing digital
PMR protocols such as TETRA and P25 will continue for
mission-critical voice for many, many years, maybe even
all the way to 2030. In the meantime, we must make
sure as a community that the 5G promise is developed in
its entirely, prioritising all 3 major pillars, with the critical
communications community focusing specifically on
URLLC (Ultra-reliable and low-latency communications),
working closely with all other interested parties.

There are many different models on display today.
Each market will find its own way, at their own pace, to
migrate from existing technologies to the solutions of
the future. We must not judge those countries who are
taking a different path to us as either better or worse,
winners or losers. Those more fortunate markets, with
greater resources, greater consensus and better forms of
governance have an obligation to help those less fortunate
than themselves. Just as the main goal of the SDGs is to
make sure that absolutely no-one is left behind on the path
to a better, more just society in 2030, so no country must
be left behind by the critical communications community.

Technology can be our friend or our foe. This new 5G
world will enable exciting, unimaginable new services
and applications. It will create massive, meaningful
employment and energise entire new generations of
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The Quixoticity Index begins today with 10 national markets
– Australia, Canada, Finland, France, Germany, Republic
of Korea, Saudi Arabia, United Arab Emirates, United
Kingdom, United States of America -, all of which share
a rich critical communications history, wide geographical
reach and are currently conducting pioneering studies,
activities and in some cases, even real deployments in
critical mobile broadband. Quixoticity Index’s task is to
identify today’s and tomorrow’s best practice, so that other
nations, companies and individuals can benchmark their
own experiences and aspirations against a common
global standard.

As things stand, 2030 could be heaven or hell. We must
make sure it is closer to the former.
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10. Next Steps

So, what is to be done now?
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Firstly, we must make sure that all key
decision makers understand exactly
what critical communications is.

Quixoticity will publish a series of reports, articles and
White Papers over the coming weeks and months setting
out in greater detail how we can take our next steps on
this long road to the future, sustainably and responsibly,
continuing to put our best foot forward, wherever possible.

Then, we all have the obligation to learn more about 5G,
its full potential and what it might mean for us and our
future. We must also pay more attention to the Sustainable
Development Goals, why they are important, how they
might be achieved and what the critical communications
community can do to maximise societal value and steer the
world in a better direction. 2020 is just around the corner;
2030 is less than a generation away.

All feedback is welcome. Please contribute to the next,
more comprehensive Quixoticity Index coming in 2018.
Quixoticity’s door is always open to like-minded people
and organisations who believe, as we do, that the future
depends on critical communications values and beliefs
becoming mainstream.
Together we can build a better, smarter, safer world.

As a society, we must continue our research into exciting
new models, services and applications, so that we can
take advantage of the new tools we will be given by
industry. We must participate in the determining of more
agile, responsive, inclusive global standards, that can be
deployed at scale, both globally and at the local level.
We must learn from best practice, engaging at every
opportunity with a wider audience than our own, reaching
out to others who we can help and who can help us.
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“After the final no there comes a yes.
And on that yes
the future world depends.”
Wallace Stevens

www.quixoticity.com

